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14 MJTH KM? NMAO «PocceTtn CeBepo-3anap»

TeppuTopurs 06CnyXnBaHNS N .
KOMMaLA C HaceneHneM oKoMo OcHoBHOW onepaTop, OkasblBaloLLMIM YCYyri MO nNepefade

5 8 MfIH YenoBeK 3NEKTPOIHEPTU U MPUCOEONHEHUNIO K 3NEKTPOCETAM
B ApxaHrenbckon, Bonorogckomn, MypmaHckomn, HoBropoacko,
MNckoBckor obnacTax, Pecnybnuke Kapenusa n Pecny6nvke

1 9 670 M BA EOAI\(/I)M(.(FS)ngSVCI’I/;Is:ﬁéﬂggsmp:oro KanuTana KoMnaHu NpUHaONexXmnT

CocTtaBngeTt yYCTaHOBJ/1IEHHadA

e TS CLilie s S B1abl feaTenbHOCT [(IVERTZI7N
TpaHchOopMaToOpPOB NOACTaHLN
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KonnuecTtBo noacTtaHumi 35 kB MNepepnava TexHonoru4eckoe

1 BbILLE, COCTOSALLMX Ha 6anaHce ANIEKTpPO3Heprnmn npucoeanHeHne

. o OHeprocobbITOBas [lononHunTenbHble
apgada «Poccetun CeBepo-

3anag» — obecneveHve Al G e

3P PEKTNBHOIO yrnpaBieHns
pacnpenennTenbHbiM CETEBLIM
KOMM/IEKCOM CEMU TEPPUTOPUIN
CeBepo-3anagHoro
denepanbHOro okpyra Poccun

BeccnopHbiin BbI6Op

[o BHegpeHua SIEM-cuctembl komnaHug «Poccetn CeBepo-3anan»
cTankueanach ¢ nNpobaemMol oTCy TCTBUS NOMHOM MHbopMaLA

06 NB-cobbITUAX B CBOEN MHPPACTPYKTYPE, el TpeboBarioch
PaszButne 9dDPEKTUBHOE PELLEHNE AN MHTErPaUWn B LLEHTP MOHUTOPWHIA
nHPOopPMaLIMOHHON Be3onacHoCTW. [epBoHa4YanbHO paccMaTpuBancs

napTHepcTBa

NPOOYKT KOHKYPEHTOB, HO Takne ¢paKTopbl, Kak BbiICOKMe TpeboBaHUs
«Poccetn Cesepo-3anany» K O60py,El.OBaHI/|}O " NMueH3npoBaHme 1o ysrnam, I'IO6y,D,I/IJ'IVI
coTpyaHnyaeT ¢ «Jlabopatopveri PYKOBOACTBO KOMMaHWM PaCCMOTPETb afibTepHAaTVBHbIE BapUaHThI.

Kacnepckoro» ¢ 2015 roga.
KomnaHusa ncnonbsyet Bce

B ARMEH KU NBORY KT Beibopom ctano pelienune Kaspersky Unified Monitoring and Analysis

MO 3aLLMTE KOPHoPATUBHON Platform (KUMA) oT «JlabopaTtopun Kacnepckoro», nMueH3npoBaHe
VHOPACTPYKTYPbI Ha YPOBHE KOTOPOro OCYyLLEeCTBNFEeTCS Mo konnyecTsy EPS, uTo nossonuno
XOCTOB, BE6- 1 MOYTOBOrO COKpaTUTb Pacxodbl Ha NPMOBPETEHVE B HECKOJIBbKO Pas, a BHEOPEHME
TPadIka, a TaKkxe no sawmTe 3aHsN0 BCEro aBa MecsLa. B kauecTBe BONOAHUTENBHOMO
apnop'\g;ﬁi';g%ga”h osTE npevmyLLecTsa B «PocceTn CeBepo-3anan» oTMeTUM
COTPYAHUYECTEO. BOSMOXHOCTb CO34aHNS KOPPENALMOHHBIX MPaBWUI B KOHCTPYKTOPE

CUCTEMBI, YCTPaHSIIOLLLY IO HEOBXOANUMOCTb HaNMCaHNS X Ha A3blke
NPOrpaMMMPOBaHUS, KaK 3TO PacnpPOCTPaHEHO Y APYTX BEHOOPOB.
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Bblbrpas oTedecTBeHHOe SIEM-
peLleHne, B KOMAaHUN YYnTeIBanu
MHOFONETHW OMbIT 1 BEOYLLYO
penyTaumo bpeHaa Ang apdOeKTBHOMN
3aLUNTBl CBOVIX KPUTUYECKIM BaXKHbBIX
cucTem 1 faHHbIX. bonee 25 net

Ha pbIHKe peLIEHN HPOPMAaLMIOHHOW
6e30MacHOCTM 1 penyTaums
HaOEeXHOro NOCTaBLLUVIKa MO3BONSIOT
yTBEPXAaTb, YTO «JlabopaTopus
Kacnepckoro» BCensieT 4yBCTBO
YBEPEHHOCTU U HAOEXHOCTU

B OpraHn3aumsgx, KOTopble CMOb3YIoT
PELLEHNS KOMMAAHWN.

Knpwnn MNaHnykmH

HauanbHvk oToena
NHOOPMAaLMOHHOM 6€30MacHOCTH 1
TEXHUYECKOW 3aLLUUTBI IHPOPMaLUK,

«PocceTn CeBepo-3anan»

AHHa KynawuoBa

YNpaBAStoLLNIA ANPEKTOP
«JTabopaTtopuun Kacnepckoro»
B Poccum n ctpanax CHI

Ypo6c¢TBO 1 99 PEKTUBHOCTD

[Mocne nHTerpaumn Kaspersky Unified Monitoring and Analysis
Platform B kopnopaTuBHbIn cermeHT «PocceTn CeBepo-3anany
OCYLLECTBUNN TPpaHCHOpMaLWIO, N36aBMBLINCH OT HEOBXOANMOCTHY
aAMVHUCTPUPOBaHNS MHOXeECTBa CUCTEM. Tenepb BCe onepaLmm
OCYLLECTBNAOTCS Yepes yaobHbI Beb-uHTepdeinc KUMA,

YTO 3HAUNTESNBHO YMPOLLAET MPOLLECCHI 1 SKOHOMUT BPEMS
CneunanmcToB Nno NMHPOpPMaLOHHON 6e30nacHOCTU. B komnaHmnm
yb6enounucek B adpdekTmBHOCTU peLleHns KUMA gaxe B yCnoBusx
TeppuTopmanbHO-pacnpeneneHHON NHCTaNNGLMN U MOAKIIOYEHNS
kK SIEM-cucTteme 6onee 10 000 ycTpolicTB.

Bnarogaps ycnewHomy BHeapeHuio peweHns SIEM ot «Jlabopatopun
Kacnepckoro» «PocceTtn CeBepo-3anaa» BoicTpounu VIb-npouecch,
ONTMN3MPOBAaB PaboTY, MOBLICVB YPOBEHb 3aLLMTbI B OpraHn3aumm

1 NPEeAOCTaBMB BOSMOXHOCTb creumannctam no MHPopmMaunoHHOM
B6e3onacHOCTN paboTaTb 6onee adPeKTUBHO.

CnegyoLwym Warom nocne yCrneLwHoro BHegpeH s 1 aKkcnnyaTauum
KUMA komMnaHus nnaHnpyeT YCUNUTb 3alUnTy MHDPaCcCTRYKTYpbI
pabounx mecT pelleHnem Kaspersky EDR Expert, o6ecneunTb
©€30MacHOCTb KOHEYHbIX TOYEK B MPOMbILLIEHHOM CETU Bnarogaps
KICS for Nodes 1 KICS for Networks, a Tak >ke NoBbICUTb YPOBEHb
OCBELOMIIEHHOCTW 06 yrpo3ax npu nomoLm Kaspersky Automated
Security Awareness Platform.

«

Mbl LOBOJIbHBI BEI6OpoM SIEM-cucTtembl oT «JlabopaTtopun
Kacnepckoro» — Bblcokag CKOpOCTb pearnpoBaHug Ha VIb-3anpochl
NO3BONSET HaM OnepaTUBHO pearnpoBaTh Ha KNOEPUHLMAEHTDI,

NpPW 3TOM HU3KNE cUCTEMHblE TpeboBaHng KUMA obecneunBatoT
BecrnepeboliHyto paboTy AaXke Ha 6oaXXeTHOM 060pPYLOBaHUM.
Kpowme Toro, ynobcTBo nHTEpdECa NPOAYyKTa, MPOCTOTa MHTErpaumn
NCTOYHMKOB 3HAUNTENBHO NOBbLICUNN 3DDEKTVUBHOCTL HaLLEN PaboThl.
KUMA pencteuTebHO NPEB30LUa HaLW OXUAAHUS, C HEWN MPUATHO
paboTaTb.

«

«JlabopaTopus Kacnepckoro» CTaBuUT B MPUOPUTET MOTPEBHOCTM
HaLLMX 3aKa34MKOB 1 MOCTOSIHHO NHBECTUPYET B pa3paboTky
peLLeHNIA, OTBEeYaloLNX X TpeboBaHMaM. Halua Lenb — NpeaocTaBuUTb
KOMMaHWsIM yoo6Hble, HagexHble 1 9ddeKkTBHbIE CpeacTBa
KnbepbesonacHOCTU. Mbl MOHMMaEM, C KakuMm Npobremamm
CTank1BatoTCS OpraHn3aLun B YCNOBUSIX COBPEMEHHOTO
pasBMBaloLLErocs naHawadTa yrpos, 1 CTPeEMUMCS NPenocTaBndTh
NHHOBALMOHHbIE NPOAYKTbI, MO3BONSIOLMNE HALLMM KIIMEHTaM
YBEPEHHO 3alUMLLLaTb CBOU LDPOBLIE aKTUBbI.



Ncnonb3yemoe pelieHne

Kaspersky
Unified Monitoring
and Analysis
Platform

[Mpenmywectea KUMA:
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OcCyLeCTBNFET LIEHTPaNN30BaHHbIN
cBop 1 aHann3 XxypHanos
pEerncTpaLmnmn, KOPPENALMIO
cobbIThin VB B peanbHOM BpeMeHU
I CBOEBPEMEHHOE OMOBELLEHNE

06 NHUMAaeHTax

i

CoBpeMeHHas MUKpPOCePBMCHas
apxX1TeEKTypa obecneynBaeT
MacLLTabnpyemMoCcTb

N OTKa30yCTOMYMBOCTb

www.kaspersky.ru

© 2023 AO «JlaBopaTopus Kacnepckoro.
3aperncTpripoBaHHble TOBapHbIE 3HAKM 1 3HaKK
0BCNY>XVBaHUS SBASIOTCS COBCTBEHHOCTbIO

VX NnpaBoobnapateneii.
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TeCHO NHTEerpupyeTcs ¢ 6oratbim
nopTdonno cepaucos Kaspersky
Threat Intelligence, yTo NosBonNgeT
BbISIBNSATb, MPUOPUTU3NPOBATL YrpO3bl
1 MOMyYaTb AOCTYN K KOHTEKCTHOM
VHdOPMaLM MO HOBLIM aTakam

&

BcTpoeHHbIi Mogynb FocCOlMKA
MOMOraeT COOTBETCTBOBATb
TpeboBaHNSAM PErYNSTOPOB

Kaspersky

MoppobHee

Unified Monitoring
and Analysis Platform

BbicokonpounssoanTensHoe pelleHne knacca SIEM, npegHasHauyeHHoe
019 LeHTpanM3oBaHHOro cbopa, aHanmsa un koppensaumm Vib-cobbituin
13 Pa3/INYHbIX UICTOYHUKOB AaHHbIX OJ19 BbIABIEHNSA MOTEHLMAbHbIX
KNBGEPUHLVAOEHTOB N VX CBOEBPEMEHHOM HENTPAaNM3aLInI.

4

VIHTerpmupyeTcs C peLueHnamMm knacca
EDR ons pearnpoBaHug Ha YpOBHE
XOCTOB MO pe3ybTaTtaM MOHUTOPUHIa

Bblcokag npon3BoANTENbHOCTb
N HN3KNE CMCTEMHbIE Tpe6OBaHI/I9|
CHMXaKOT CTOVMMOCTbL B/ladeHn4

#kaspersky
#akTnBnpymnoyagyLee


https://www.kaspersky.ru
https://go.kaspersky.com/ru-kuma

